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DNS RECORDS

Map domain names (e.g., example.com) to IP addresses, mail servers, or
verification data. 
Act as the “address book” of the internet.

TXT RECORDS

DNS record type for storing text data.
Common uses:

Email security (SPF, DKIM, DMARC).
Domain ownership verification (Google, Microsoft etc..)
App-specific or third party information + anything else

The Realm of DNS Records & TXT Records



DNS

CNAMETXT

A

App-specific or third
party services

The Realm of DNS Records

Maps domain names to
IP addresses 

Act as the
“address book” of

the internet

Email security
(SPF, DKIM,

DMARC)

A DNS record type for storing
text data

PTR

MX

Anything else!



Example TXT Records

Domain
Record
Type

Service / Product
Verification String



Real world use case



Salesloft Drift Supply Chain Attack

Salesloft Drift was breached in August / September 
Exploited stolen OAuth tokens from Salesloft's Drift app were used to access
and steal Salesloft data
Over 700 companies were breached (Cloudflare, Workday, Elastic)

Salesloft Drift Detection via TXT Records

Prioritise threat hunting
Assess third-party risk by understanding shared supply chain exposure
Accelerate incident response through proactive detection

Why is this important?



How do I run this myself?

Amass Nuclei
In-depth attack surface

mapping and asset discovery
framework

Fast, community-driven
vulnerability scanning tool



Demo


